
Author et al. 2015, 5:6  
ISSN (Online): 2348-4098 
ISSN (Print): 2395-4752 

 

International Journal of Science,
Engineering and Technology

An Open Access Journal

© 2015 Author et al. This is an Open Access article distributed under the terms of the Creative Commons Attribution License 
(http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the 
original work is properly credited. 

A Novel Approach of Using Security Enabled 
ZIGBEE In Vehicular Communication  
Manjunatha Reddy K M 

 
 

 

 

 

 

 

 

 

 

Introduction  
With the increasing vehicles and accidents, there is a 
necessity to have safe transportation and an 
intelligent environment for the driver to capture the 
automobiles surroundings. One solution to address 
these issues is to build an intelligent trans- portation 
system (ITS). A Vehicular Adhoc Network (VANET) can 
add the intelligence to the network. In a VANETs 
real time information of the vehicles and its 
surrounding objects is captured. VANET can 
incorporate best short range protocol ZigBee’s which 
is configured in the vehicles. Zigbees are de- played 
in vehicles[1]. Zigbee requires with pre-configuration 
and necessary installation done by the automobiles 
vendor. Each Zigbee sensors will sense the 
information and converts to meaningful data and 
transmits to either the other vehicles in the 
surrounding or to the central server. The work proves 
ZigBee communication in the network called as 
ZAN that has been proposed. Also, ensures only 
those ZigBee’s nodes which are authorized in the 

ZAN are capable of transmitting and receiving 
information 

Characteristics of VANET 

VANETS can support vehicular communications such 
as vehicle-to-vehicle (V2V), vehicle-to- infrastructure 
(V2I), vehicle-to-road infrastructure connectivity (V2R), 
vehicle-to- sensor V2S as shown in figure1. 
Vehicular communication can be classified as inter-
vehicular communication (V2V, V2I,V2R) and intra-
vehicular communication (V2S). The information from 
different sources such as the control systems, on- 
board sensors; build in computers can be 
disseminated among vehicles which are in proximity. 
The real-time information can be vehicles’ distance to 
the hurdle, a number of humps, road hazards, heavy 
traffic (caused due to jams , vehicle breakdown),curves 
,on-going road works and so on. The information 
shared by the onboard sensors like geographical 
position sys- tem (GPS) captures the current vehicular 
positions, velocities, steering wheel angle sensors and 
wheel speed sensors, brake status and accelerations 
using position based routing. There can also be 
numerous sensors built in the vehicles like radars, 
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laser radars, and cameras. 
 

  
Fig. 1.  Overview of 
connected vehicles [2] 

 
 
Networking Technologies in VANET 
The standards permitted in the vehicular networks 
are Dedicated Short Range Communications (DSRC - 
IEEE 802.11p) and Wireless Access for Vehicular 
Environment (WAVE - IEEE P1609) at the physical and 
MAC layers. These standards aim at a low connection 
setup delay, faster network recognition with higher 
throughput communication. DSRC enables wire- less 
technology for both V2V and V2R communications 
[3]. A DSRC specification is in the IEEE Standard for 
Wireless Access in Vehicular Environments (WAVE) 
and is allocated75 MHz bandwidth at 5.9 GHz 
spectrum. The current version of DSRC MAC is 
contention-based but does not support efficient and 
reliable broadcast services. Dynamic spectrum 
access (DSA) is a complementary technology for 
DSRC which allows vehicles to communicate on 
spatially and/or temporally vacant licensed 
spectrum.  TV white space is applied for V2V 
communications which support multi-hop inter-
vehicle communications. Other networking 
technologies are Wi MAX IEEE 802.16, Bluetooth IEEE 
802.15.1, MBWA IEEE 802.20, and Zigbee 
IEEE802.15.4, Infrared and cellular to facilitate ad-hoc 
communication among the vehicles. In Figure 2 
various VANET Communication technologies with 
respect to Communication Range [4] is shown. 
 

 
Fig. 2.  VANET Communication Technology w.r.t 
communication Range 
 
DSRC/WAVE enables the connections between vehicles 
and ITSs infrastructure, such as traffic lights, 
roadside sensors. The cellular networks such as 3G 
and 4G-LTE can provide reliable and ubiquitous 
access services. In figure 3 various vehicular 
connectivity and the communication Technologies 
are depicted wherein the vehicle can transmit the 
information to the infrastructure using the Wi-Fi or to 
other vehicles which are in proximity to the current 
vehicle. 

 

 
Fig. 3.   Vehicular connectivity with V2I and V2V and 
their communication Technologies [2] 

 
RELATED WORK  

The work to prove the usage of the Zigbees in 
the past is verified in [5].  In Zigbee communication, 
a Zigbee host could request for any hurdle 
information. Each ZigBee is allotted a unique 
identifier known as card- id. Zigbee host will request 
for the information for which the card id is verified.  
If the verification results are positive the host will 
receive the real time information from the sensor 
node. Other scenarios such  as  the  maximum 



2016 IEEE International Conference on Computational Intelligence and Computing Research 

 

 

distance  between  the  Host  and  the sensor, the 
speed of  the vehicle are also verified to  prove 
the  usage  of  Zigbee  in  Intelligent Transportation 
Systems. There are many communications protocols 
which can best suit for the vehicular communication. 
In [6] a brief overview of wireless automotive 
communication technologies is described to identify 
various technologies for intra-vehicle and inter- 
vehicle automotive applications. And a brief 
comparison of wireless technologies such as 
Bluetooth, Zigbee, Wi-Fi and UWB (IEEE 802.15.3a) is 
listed for various parameters such network, 
maximum network speed, modulation technique and 
so on are considered. 
 
EMMA Programmed is a funded by the European 
Commission delivers a middleware platform, 
prototypes of wireless cooperating sensors. In[7]  
usage  of  Motes    Micaz  for  the communication 
between the vehicle to infrastructure commu- 
nication is achieved. The real-time information the 
vehicle’s speed, acceleration is transferred to the 
roadside objects. Micaz mote has the features of 
sensing and networking capabilities with low power 
consumption. The Motes have higher speeds (60 and 
70 mph) with an effective communication range of 
50 meters significant signal degradation when the 
vehicle travels at a higher speed. Two Micaz motes 
(Mote A and Mote B) were used. Mote A was 
placed on the dashboard of a car, connected to a 
laptop can store the received data packets. Mote 
B was suspended on a motorway bridge, 
approximately6 Meters over the center of the 
motorway. Authors have compared Speed 60mph, 
70mph and show that there are better results with 
60mph. 

A Zigbees performance is based on link 
performance. In [8] various problems which affect 
the link performance are identified. The 
demonstration of Zigbee sensor nodes in a car 
environment is carried out for packet transmission. 
There can be a change in link quality based on the 
location where the sensor nodes are deployed in the 
car which is a significant factor. Using different 
parameters such as Received Signal Strength 
Indicator (RSSI) and Link Quality Indicator (LQI) an 
evaluation of the link quality is achieved. The 
performance of the link can be improved by 
optimizing the transmitting power of the sensor 
nodes radio. Various detection algorithms are 
proposed and a detector-in-base-station model is 

designed. This model is based on to deal with 
different parameters such as RSSI/LQI/error patterns. 
Zigbee can be applied for real- time 
communications of the vehicles with a central 
server. In [9] to reduce the traffic violations by the 
driver the Zigbee sensor deployed in the vehicle 
senses the speed limits, the area where the vehicle is 
moving. Based on these two parameters when the 
speed limits are exceeded by the driver, appropriate 
warning signals are received. For example, the speed 
limits near the hospitals and schools should be 
below the pre- defined speed limits. And further, 
when the driver continues to  violate  the  rules  
even  after  the  warning  the  respective traffic 
authorities will receive immediately the vehicles 
detail (vehicles registration number,  name)  with  
other  speed  and violation details through GSM 
technology. Zigbee employment in vehicles can 
also aid to build an intelligent toll system. A beam 
of sensors senses type of vehicle at the toll junction 
and the Zigbees will facilitate to transmit this 
information to the central server of the intelligent 
toll system [10].  Based on the sensed data a 
classification of the vehicle as a car, truck, and 
bike so on is performed and calculates the toll tax. 
This intelligent toll system at toll junction thus 
reduces manual work of toll system 
 
Proposed System and Implementation  
In this implementation a terminology Zigbee Area 
Network (ZAN)for  building  a  ZigBee  
communication  among  the vehicles which is 
preconfigured with the Zigbees. The system 
architecture consists of a central server and ZANs as 
shown in the figure 4. The Central server can be a 
Local area network (LAN) or a Wide Area Network 
(WAN). The Central servers aids for a collaborative 
work for local traffic management for vehicles on 
r o a d  and its surrounding. The data sensed by the 
ZigBee is transmitted using the technologies 
specified in the figure 4 based upon the range of 
the central server. In larger cases, we have the Wi Fi 
to transmit the data to central server. The Zigbee 
Area Network (ZAN) comprises of Zigbee Pro s2 
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Fig. 4.  Block diagram for a Zigbee communication 
 
Zigbee nodes. Each ZigBee can communicate with 
other Zigbees in a ZAN. And ZANs can 
communicate with other ZANs and LANs.  Each  ZAN  
comprises of  Personal  Area Network  (PAN)  which  
can  have  numerous  Zigbee  nodes. In  the  
implementation,  we  have  ZigBee  nodes  
assigned as  coordinator, routers, and  end  devices. 
PANs creation is initiated by the Coordinator 
Zigbee node. Coordinator acts as  a  node  which  
establishes the  network  service  and  also selects 
the channel. The PAN network devices are pre - 
configured by the vendor and vendor can customize 
the nodes as co-coordinators with a unique PAN ID. 
Using the PAN ID other devices can join the ZAN if 
and only if the PAN ID of the Joining devices 
(router and end devices) are same as the 
Coordinators PAN ID. Each ZigBee router and the 
end devices sends an association request to the 
coordinator and the request can be granted if and 
only if the PAN ID of the joining devices is same as 
the PAN ID of the Coordinator. Else the 
association request is failed. We have created two 
PAN s and configured with unique identifiers say 
PAN ID111 and PAN 222 as shown in the figure 5. 
Also as shown ZigBee nodes in the PAN 111 cannot 
communicate with the Zigbee nodes of PAN 222. 
Zigbee nodes in PAN 111 can communicate with 
other nodes in the same PAN ID. This is verified in 
the results section. Our work to demonstrate the 
communication of Zigbee is carried out by 
choosing Xbee Pro s2 components and in a Java 
programming language is used for the 
implementation purpose.  Through  the  aid  of  the  
XCTU  (tool  to  test  the XBee modules) we have 
captured the data transmission in the broadcast 

mode occurring and the respective screen shots are 
shown in the results section The ZigBee’s have 
been preconfigured with the PAN IDs, en- cryptic 
with keys for the security purpose( explained in 
detail in the later section) and set the operation 
mode as API with Escape (ESC) character mode. In 
the proposal, we suggest that the automobiles 
vendor can take up the responsibility to customize 
his vehicles with the pre-configuration of the PAN 
ID, provide security keys and other configuration 
parameters for ZigBee’s. 
 
Enabling of the security to the network 

 
In this section, we explain how the security is 

incorporate- rated. After the process of creation of 
the ZAN, we need to build a secure 
communication wherein the only the vendors 
customized vehicles will be allowed to communicate 
amongst themselves and other vehicles are 
restricted from the WAC. The coordinator takes the 
initiative to have a secure communication and the 
vendor can have set of nodes which are 
preconfigured as coordinators will have the link key 
and a network key. And others nodes are 
preconfigured as end devices which are also be 
pre-configured with the link key. Following steps 
explain the security configuration. Step 1: When the 
joining devices send the association request, the 
coordinator will check if the PAN ID is matching 
joining devices PAN ID. Step 2: The coordinator 
transmits the network key which is encrypted by the 
link key. For encryption, a 128 bit AES encryption key 
is used. Step 3: The joining devices will decrypt the 
network key using the link key pre-configured 

 
Fig.5 components of the ZAN PRECONFIGURED pan 
IDs 
by the vendor. If the joining devices are genuine and 
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successful in decryption then the node will be 
permitted to enter the ZAN and allowed to 
communicate in the network. Else the node is not 
permitted to enter the ZAN and thus cannot 
communicate. 
 
RESULTS  
The results will prove that using Zigbees we build 
com- munications among vehicles and the results 
will motivate the vendors to apply ZigBee 
technology to vehicles to build an intelligent 
transport system. Through the test cases and the 
snapshots, the results are being verified for the 
Zigbees communications 
 
APPLICATIONS  
1)  Vehicular communication can be achieved. A 

fasting moving autonomous vehicle can 
communicate with the slow moving vehicle. The 
information transmitted are: 

• Traffic signal violation 
• Curve speed warning 
• Emergency brake lights 
• Pre-crash sensing 
• Collision warning 
• Left turn assist 
• Lane change warning 
• Stop sign assist 

2) A intelligent Safety communications gives the user 
information about the roadwork’s, Curves, hurdles 
and different instructions can be given such as, 

• Speed limits and restrictions areas at the 
various zones like schools, hospitals. 

• Distance and the speed of the vehicles 
(vehicles can either be opposite ones or 
the vehicle approaching) 

• Distance between the vehicle and its 
corresponding 

Lane and also helps by supporting lane 
change. 

• The applications such as Emergency Brake 
Warning (EBW) can alerts the driver when a 
preceding vehicle performs a severe 
braking maneuver. 

 
Our work support transmission of emergency 
information by transmitting information about the  
emergency vehicle such as about Ambulance   Fast 
moving vehicles can transmit the information  to  an  
emergency  vehicle  which  is  at  a  long distance 

and yet to approach such junctions. We suggest not 
restricting the communication for such emergency 
vehicles. Using such information the driver can take 
appropriate actions to avoid the traffic. 
 
CONCLUSION  

This paper has justified that the Zigbee 
protocol can be used for the vehicular 
communication. The results consider different test 
cases to show various scenarios to prove the concept 
for recommending the automobile vendor utilize 
Zigbee. The security aspect is also a part of the work. 
The future work can test the compatibility using the 
advanced simulations such as NS3. Simulation can 
have Zigbees nodes up to 25-30 and simulate the 
incoming and the outgoing nodes representing 
the scenarios to show vehicles movement in a 
particular area and verify that the fast moving 
vehicles transmit information to slower vehicles and 
to a central server. 
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