
 

 

© 2017, This is an Open Access article distributed under the terms of the Creative Commons Attribution License 
(http://creativecommons.org/licenses/by/4.0), which permits unrestricted use, distribution, and reproduction in any medium, provided the 
original work is properly credited. 

National Conference on
Communication and Image
Processing (NCCIP- 2017)
3rd National Conference by TJIT, Bangalore 

International Journal of Science,
Engineering and Technology

An Open Access Journal

DNA Cryptography using Diffie-Hellman technique 
 1 Nikitha.S , 2 Lakshmipriya 

 
 

 

 

 

 

 

 

 

 

Introduction 

With the increasing rate of Internet and network 
related technologies everyday, security issues are also 
growing as a huge amount of information is passed 
over the network. We find various antagonists who 
are trying to access the a user’s system so as to steal 
his/her confidential information or deteriorate the 
nobility of the data. Therefore, information security 
becomes very crucial and a must in the modern 
computing systems. 

Various sections like government, military and banks 
cannot afford losing their confidential data. It is not 
just limited to mailing and banking sectors but also in 
proceedings done online. 

The need for security and confidentiality of data 
transmission becomes necessary. A solution to this 
problem is DNA cryptography. DNA cryptography 
refers to hiding the message to be transmitted in 
terms of DNA sequences. DNA provides good speed, 
storage and requires less power. It Is capable of 
dealing with the ever-varying data breaches and 
improves the security of data.   

What is DNA? 

Before we get into DNA computing, it is necessary to 
have some fundamental details about DNA. 
Deoxyribonucleic acid (DNA) is a genetic carrier of all 
organisms on this planet. They contain the genetic 
blueprint that decides various factors in an organism. 
DNA is a double-stranded helical structure made up 
of nucleotides. A nucleotide is made of: 

i. Five-sided sugar  

ii. Phosphate group 

iii. Nitrogen bases 

 

Figure 1: Nucleotide structure 

The sugar and phosphate molecules form the 
backbone of the DNA double helical structure, 
whereas the nitrogen bases are placed in middle. The 
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bases pair up and help in holding the two strands 
together. 

 

Figure 2: DNA structure 

There are four types of bases in DNA. They are called: 
1. Adenine (A) 
2. Cytosine (C) 
3. Guanine (G) 
4. Thymine (T) 
It is important to note the complementary base 
pairing of the nitrogen bases as given in the table 
below: 

A T 

C G 

G C 

T A 

Table 1: Complementary base pairs 

Why DNA? 

Some of the interesting features possessed by DNA 
are: a) Dense storage capacity: A gram of DNA has a 
capability to store 1*1014 MB of data. 

 

Figure 3: 1gm of DNA is equivalent to 145 trillion 
CD’s. 

b) Parallelism: Each strand operates simultaneously. 

 

Figure 4: Trillions of operations at one go. 

c) Power requirement: DNA computations requires 
minimal power. 

d) Energy efficiency: DNA gives good system 
efficiency. 

 

Figure 5: DNA can perform 2*1019 operations per 
joule. 

DNA Computing 

Leonard Max Adleman is known to be the father of 
DNA computing. In 1994, he showed that DNA 
molecules could be used to perform computations. 
DNA computing is a branch of computing where 
computations are performed using DNA molecules 
instead of the traditional silicon chips.  

DNA computations include DNA- cryptography, 
steganography, authentication, signature, 
fingerprinting, DNA computers and chips. It finds its 
application in genetic engineering and in 
pharmaceutical fields. 

DNA Cryptography  

When famous cryptographic algorithms like DES, RSA 
were being broken, Adleman came up with a new 
technique that used DNA for computation. This led to 
the invent of DNA cryptography. DNA Cryptography 
involves encrypting the data in terms of DNA 
sequences. In this technique, each letter in the 
original message is converted into various 
combinations of the four nitrogen bases that form 
the DNA. DNA computing poses a threat to many 
powerful cryptographic algorithms. DNA 
cryptography consists of the following steps: 
Encryption: It refers to conversion of plain text to 
another format in order to avoid unauthorized access 
of data. This converted data is known as Cipher text. 
This is performed by the sender. 
Decryption: On receiving the cipher text, the receiver 
performs the reverse operation by applying any 
decryption algorithm on the cipher text to obtain 
back the plain text. 
Need for Cryptosystem 



National Conference on Communication and Image Processing , Dept. of Electronics and Communication Engineering, T John Institute of 
Technology, Bangalore, Pub. By: International Journal of Sciecne, Engineering and Technology,  ISSN (O): 2348-4098 , ISSN (P): 2395-4752 

  3

Data breach: the act of unauthorized access of 
sensitive data is known as data breach. 
The years 2015 and 2016 have faced maximum 
number of data breaches.  In order to avoid the loss 
of information and to secure the systems an efficient 
and a powerful cryptosystem is necessary.  
Some of the recent security issues are:  
 Yahoo reported that information was stolen 

from 500 million accounts. 
 National Corporation Of India said the debit 

cards of customers were being illegally used. 
 In Feb 2016, hackers who were angry about US 

relations with Israel drew attention by hacking 
the database of U.S Department of justice. 

 Around 117 combinations of email and 
password of LikedIn (social network) were stolen. 

 A hospital named Medstar faced medical 
identity theft. 

This shows that the traditional secret writing 
techniques that were being used are weak and can be 
broken by the advancing technologies and 
cryptanalysis. Hence DNA cryptosystem can serve the 
purpose. 
State of Literature  
Andre Leier et.al [1], they proposed two different 
cryptographic methods. (1) The plain text was 
encoded into binary code and then mixed with 
dummy strands. (2) Encryption was performed same 
as in method (1) but they used a key which was a gel 
image of dummy pool. Decryption is perfromed by 
graphical method.  
Jie Chen [2], they used carbon nanotubes for 
transmission of message. By adding message with 
one time pads plain text was converted into cipher 
text. 
Cryptographic system based on Diffie-Hellman 
technique 
This is a symmetric key cryptosystem which means 
that same key is used by sender and receiver to 
encrypt and decrypt the message respectively as we 
observe in figure 6. Here, a secret key is used which is 
not being shared to the receiver over the channel. 
Before the data transmission takes place, the sender 
and receiver need to agree on the nucleotide 
sequence, primers and a generator value. 

This algorithm is divided in three fundamental steps: 
1. Encryption 
2. Decryption 
3. Key generation 
  
 
  
 
 

 
 

 
 

Figure 6: Diffie-Hellman cryptosystem 
 

1. Encryption process 
Cipher text is obtained by converting the plain text as 
shown: 
a) The plain text is first converted into a sequence 
containing DNA bases using the codes as show in the 
table 2. 

 
 

 

 

 
 
 
 

 

Table 2: DNA coded set 

b) Forward and End primers are chosen and placed at 
the beginning and end of the DNA coded sequence 
respectively as we can see in figure 7. 
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Figure 7: Structure of converted sequence with 
primers 

c) Now the DNA sequence is converted into ones and 
zeros using the codes as shown below in table 3. 

Table 3: Binary coded set 

d) In encryption process, DNA hybridization is 
performed on binary bit ‘1’ only. If the binary bit is ‘0’ 
then no operation takes place. 
DNA hybridization is a process that is conducted  to 
identify the match between DNA strands in a pool. A 
strand from two different sources can form a DNA 
molecule as shown in figure 8. 

 

Figure 8: DNA hybridization 
If binary bit is ‘1’- corresponding 10 bases in the 
secret key DNA sequence is complemented. In this 
way the entire plain text is converted into cipher text. 
If binary bit ‘0’- then no operation takes place. 
e) The cipher text is now transferred through the 
open channel. 
2. Decryption process 
The cipher text is converted into plain text applying 
the following steps. 

a) When the cipher text is transmitted to the receiver, 
it performs the DNA hybridization between cipher 
text and the DNA equivalent secret key sequence. 
b) Thus obtained sequence is converted into its 
binary equivalent by using the table 3.   
c) If every 10 bases of the cipher text is found to be 
equal to 10 bases of the complemented secret key 
DNA sequence, then binary ‘1’ is coded. Otherwise 
binary ‘0’ is coded. 
d) Binary sequence is converted back into DNA coded 
output using table 3. 
e) Finally, the primers are removed and the DNA 
coded output is converted back into plain text using 
the table 2. 
Key Generation procedure 
a) Let, n (value of the nucleotide sequence) be a big 
prime number, g= generates n.  
b) The sender and receiver decide their private key, 
refer figure 9. 
c) Sender and receiver calculate their public key using 
the following equations: 
Sender’s public key: 
YA = gXA  mod n  ………..(1)  
Receiver’s public key: 
YB = gXB  mod n  ………..(2)   

d) Once the public keys are calculated, they are 
shared over the open communication channel. 
e) With receiver’s public key sender calculates the 
secret key using the below given equations. Similarly, 
with sender’s public key receiver calculates its secret 
key. Both secret keys happen to be the same.  
Sender’s secret key: 
K =YB

XA  mod n  ……….(3)   
Receiver’s secret key: 
K =YA

XB  mod n  ……….(4)      

 

 

 

 

Forward 
primer 

DNA 
coded 
output 

End primer 

Nucleotide A T C G 

Code 00 01 10 11 
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Figure 9: Key generation 

Advantages and disadvantages of DH technique 

Advantages: 

1. The algorithm is more dependable and it is 
powerful. 

2. The secret key is not shared on an open channel 
to the destination, hence the intruder does not 
get access to the key or the plain text. 

3. DH key sharing technique provides large size for 
data transmission. 

4. Provides two levels of security. First the 
complexity of biological methods. Second is the 
arithmetic complexity, it is hard to break the 
system without the private keys. 

5. The cipher text contains additional information 
like primers which makes it tedious for the 
attacker to foretell the actual message. Even if 
the primers are known the algorithm is strong 
enough to stay unbroken. 

Disadvantages: 
1) This method requires high computational time 

and suffers computational complexity. 
2) One shortcoming is that this method can suffer 

man in the middle attack. This can be avoided by 
performing authentication before transmission. 

Conclusion and Future scope 
Diffie-Hellman secret key sharing method is a new 
proposal in symmetric key cryptography systems. The 
greatest level of security provided by this algorithm 
to prevent intruders from breaking into the system is 
the generation of shared secret key. 
In future, this cryptosystem can be applied for the 
real time security of the distributed networking 
system. It can be improved with much more 
advanced features like encryption, signature, 

steganography, and authentication. This method can 
be implemented using hardware efficiently. The 
exisiting DNA cryptographic technique can be 
incorporated with cloud data exchange for providing 
security to cloud data storage and offer secure 
communication among client and server. 
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